
STEPS TO CONNECT TO GIT OUTSIDE (use Git Bash) 

1. Generate ssh public key on your unit. Copy the rsa_id.pub in C://.ssh folder and add it to your 

public keys on Gitlab. 

2. On .ssh folder, create a config file. Paste the following.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. Clone git repository using this format. 

 

Git clone git@gitlab:adt/api.git 

 

 

Host 88 

HostName mailpost.sterlingpaper.com 

User bcmercado 

Port 2457 

KexAlgorithms curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-

nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-

sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-

hellman-group-exchange-sha1,diffie-hellman-group14-sha256,diffie-hellman-

group14-sha1 

 

Host 89 

HostName 202.2.2.89 

User bcmercado 

Port 22 

ProxyJump 88 

KexAlgorithms curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-

nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-

sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-

hellman-group-exchange-sha1,diffie-hellman-group14-sha256,diffie-hellman-

group14-sha1 

 

 

Host gitlab 

HostName 202.2.2.55 

User bcmercado 

Port 22 

ProxyJump 88 

KexAlgorithms curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-

nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-

sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-

hellman-group-exchange-sha1,diffie-hellman-group14-sha256,diffie-hellman-

group14-sha1 

User/group 

Repository 



Access database and webpages outside (52 and 55) 

1. Run this command on Git Bash or CMD 
ssh -fNg -L 8888:127.0.0.1:8888 bcmercado@gitlab 

 

 

 

2. Go to browser and access the webpages via entering URL just like below. 

http://localhost:8888 

DESIRED PORT SERVER PORT USERNAME 

Server host declared on 

config 

DESIRED PORT 


